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Introduction 
In order to connect to the HIE participating organizations are required to demonstrate specific 

standards-based exchange capabilities. This document serves as a guide that describes the tests that 

must be completed successfully in order for participating organizations to demonstrate that they have 

the required functionality to communicate and share information with other HIE Certified Participants. 

In addition, this document provides a mechanism of documenting the results of each test. 

Please keep in mind this guide is designed to test the fundamental clinical workflow scenarios that 

would occur. Participating organizations should consider and independently test other workflows with 

all their system types (inpatient, outpatient, etc) that could occur while a patient is receiving care to 

ensure all possible cases are covered. 

Prerequisites 

Test Environment 
In order to complete all of the tests outlined in this guide, a test environment should be utilized that 

simulates production workflows. This test environment should be hosted at the end user’s facility 

(hospital, practice, etc.) to simulate a full end-to-end test between the end user’s system and the HIE. 

Please discuss this with a Truven Technical Resource. It is required that this test environment is agreed 

upon by the HIE and is fully functional before starting the tests in the guide.  

Technical Preparation 

This section is targeted just for the EHR technical resource team in order to provide preparation for the 

tests in this guide. 

Technical Materials Checklist 

Verify that you have the following materials and have reviewed the documents listed below: 

 Test certificates required to connect to the HIE secure endpoints.  Note: Certificates must not be 

shared with other Participants.  Certificates must be signed by a certificate authority.  

 Interoperability Services Guide document 

 On-boarding Decisions Form  

 IHE Connection Configuration (ICC) document 

If you are missing any of these materials or have any questions, please contact a Truven Technical 

Resource. 
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Supported IHE transactions 

The following table lists the IHE transactions that will be used in the testing guide.  

ITI-8 Patient Identity Feed  

ITI-9 PIX Query 

ITI-44 Patient Identity Feed HL7 v3 

ITI-45 PIX v3 Query 

ITI-18 Registry Stored Query 

ITI-41 Provide and Register Document Set-b 

ITI-42 Register Document Set-b 

ITI-61 Register On-Demand Document Entry 

ITI-43 Retrieve Document 

ITI-52 Document Metadata Subscribe 

ITI-53 Document Metadata Notify 

 

Participants choosing to leverage any of these options or other IHE transactions not listed are required 

to discuss with a Truven Technical Resource.  Additional tests will be prescribed based on participant 

specific workflow and needs.  

Metadata Guidance 

In the IHE specifications, certain metadata must be validated by the XDS registry actor upon receipt of 

an XDS transaction. For more information about XDS metadata and validation, please see the IHE 

Technical Framework ITI TF-3 relating to IT Infrastructure:  

http://www.ihe.net/Technical_Framework/upload/IHE_ITI_TF_Vol3.pdf 

 

The XDS.b registry actor will check compliance for the metadata attributes below against the metadata 

listed in the following: codes.xml link http://ihexds.nist.gov:12090/xdsref/codes/codes.xml (except that 

everywhere there is a “Connect-a-thon” coding scheme, a “CareEvolution” coding scheme should be 

used instead): 

    Validated Metadata Attributes 

XDS Submission Set: contentTypeCode 

XDS Document Entry: classCode 

 confidentialityCode 

 eventCodeList 

 formatCode 

 healthCareFacilityTypeCode 

 practiceSettingCode 

 typeCode 

XDS Folder: codeList 

 

So instead of using:  

<Code codingScheme="Connect-a-thon contentTypeCodes"  

display="Communication"  

code="Communication"/> 

 

http://www.ihe.net/Technical_Framework/upload/IHE_ITI_TF_Vol3.pdf
http://ihexds.nist.gov:12090/xdsref/codes/codes.xml
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Please use this instead for the coding scheme:   

<Code codingScheme="CareEvolution contentTypeCodes"  

display="Communication"  

code="Communication"/> 

 

1. Additional Metadata Requirements 

 CCDA Documents 

Please use the following as the coded values for CCDA. Note that the formatCode below is a 

CareEvolution specific code and will pass validation.  

 

ClassCode:   

<Code code="34133-9"  

codingScheme="2.16.840.1.113883.6.1"  

display="SUMMARIZATION OF EPISODE NOTE"/> 

FormatCodes: 
o For Ambulatory ToC CCDA use this Format Code: 

<Code code="AmbulatoryToCCCDA"  
codingScheme="CareEvolution formatCodes"  
display="Ambulatory Transfer of Care Consolidated CDA"/> 
  

o For Inpatient ToC CCDA use this Format Code: 
<Code code="InpatientToCCCDA” 
codingScheme="CareEvolution formatCodes"  
display="Inpatient Transfer of Care Consolidated CDA"/> 
  

o For Base CCDA use this Format Code: 
<Code code="CCDA"  
codingScheme="CareEvolution formatCodes"  
display="Consolidated CDA"/> 
 

If there are other MU2 CCDA types you expect to register with the exchange, please share the 

details and new formatCodes may apply.  

Note: These CCDA formatCode values have been formulated by Truven. If an industry standard 

emerges for CCDA formatCode values in the future, then you may be asked to use and updated 

coded value for CCDA instead. Please be prepared to change formatCode for future CCDA 

documents registered from your end, should it become necessary. 

 HITSP C32 Documents 

Please use the following as the coded values for HITSP C32. Note that the formatCode below is a 

CareEvolution specific code and will pass validation. 
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ClassCode:   

<Code code="34133-9"  

codingScheme="2.16.840.1.113883.6.1"  

display="SUMMARIZATION OF EPISODE NOTE"/> 

 

FormatCode:  

<Code code="urn:ihe:pcc:xphr:2007"  

display="HITSP C32"  

codingScheme="CareEvolution formatCodes"/> 

 Confidentiality Codes Usage 

Please note that it is expected that all documents that are published need to have a “Normal” 

confidentiality code coded as “N” and not to contain any sensitive health data unless instructed 

otherwise. Please use this confidentiality code when registering documents:   

 

<Code code="N"  

display="Normal" 

codingScheme="2.16.840.1.113883.5.25" /> 

 

 BPPC Requests 

Please use these codes when registering BPPC documents: 

 

ClassCode:  

<Code code="57016-8"  
display="Privacy Policy Acknowledgement Document"  
codingScheme="2.16.840.1.113883.6.1" /> 

 
        FormatCode:   

<Code code="urn:ihe:iti:bppc:2007"  
display="Basic Patient Privacy Consents"  
codingScheme="1.3.6.1.4.1.19376.1.2.3" /> 
 

 Mime Types 

For a list of acceptable mime types (e.g. text/xml, image/jpeg), please see the codes.xml link above 

and look for a section labeled: <CodeType name="mimeType">. Here you will find a list of types that 

the XDS.b registry actor will accept. 
 

Please review the list of accepted document schemes in the codes.xml link and determine if the list 

meets all of your metadata requirements. If you find that additional schemes would be beneficial, please 

contact a Truven Technical Resource. 
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Metadata Formatting 

Each organization is already provided with specific identifiers, provided in the ICC document, in order to 

prevent identifier clashes within the HIE community. The table below details the expected formatting of 

the identifiers. 

Item Format 
PIX Assigning Authority   <Namespace&UniversalID&Type> 

XDS Affinity Domain   <&UniveralID&Type> 

Repository ID <Repository ID> 

Document Unique ID <Document Entry Unique ID Root>.<counter> 
where the value for the counter is defined by the participant and is absolutely unique. 

Document Patient ID <HIE Patient ID>^^^<XDS Affinity Domain>  
where the Truven HIE Patient ID is found from a PIX Query (ITI-9) 

Submission Set Patient ID <HIE Patient ID>^^^<XDS Affinity Domain>  
where the HIE Patient ID is found from a PIX Query (ITI-9) 

Submission Set Unique ID <Submission Set Unique ID Root>.<counter> 
where the value for the counter is defined by the participant and is absolutely unique. 

Submission Set Source ID <Submission Set Source ID> 

 

    For Example: 

Item Format 
PIX Assigning Authority   TEST&1.3.6.1.4.1.12345.1.10.1&ISO    where: 

Namespace = TEST 
UniversalID = 1.3.6.1.4.1.12345.1.10.1 
Type = ISO 

XDS Affinity Domain   &1.3.6.1.4.1.12345&ISO     where: 
UniversalID = 1.3.6.1.4.1.12345 
Type = ISO 

Repository ID 1.3.6.1.4.1.12345  

Document Unique ID 1.3.6.1.4.1.12345.1.10.4.100    where: 
Document Entry Unique ID Root = 1.3.6.1.4.1.12345.1.10.4 
Counter = 100  

Document Patient ID 5a74bbcf-d590-4168-a374-be415047b18e^^^&1.3.6.1.4.1.12345&ISO   where: 
Truven HIE Patient ID = 5a74bbcf-d590-4168-a374-be415047b18e 
XDS Affinity Domain = &1.3.6.1.4.1.12345&ISO      

Submission Set Patient ID 5a74bbcf-d590-4168-a374-be415047b18e^^^&1.3.6.1.4.1.12345&ISO   where: 
Truven HIE Patient ID = 5a74bbcf-d590-4168-a374-be415047b18e 
XDS Affinity Domain = &1.3.6.1.4.1.12345&ISO      

Submission Set Unique ID 1.3.6.1.4.1.12345.1.10.5.100    where: 
Submission Set Unique ID Root = 1.3.6.1.4.1.12345.1.10.5 
Counter = 100 

Submission Set Source ID 1.3.6.1.4.1.12345.1.10.3     where: 
Submission Set Source ID = 1.3.6.1.4.1.12345.1.10.3   

 

Basic Connectivity Testing 
This section of the guide is aimed at basic connectivity testing between the participant system and the 

HIE. It serves to identify and resolve connectivity and interface compliance issues, if any, early in the 

process. Please follow the testing steps below in the order listed. 
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1. Networking and Certificate Check 

This test checks if there are any networking or certificate issues between the participant system and the 

HIE. As part of check, there are three separate tests that need to be run: PIX, XDS, and Federated 

Repository Networking and Certificate Test. All three can be run directly from the EHR system (instead 

of the end user system) 

For the EHR Technical Resource: If issues are encountered during these tests, please ensure the 

following: 

 HIE has the correct IPs that they can expect to see from the participant system. 

 If applicable, the participant’s system containing the federated repository will accept 

transactions from the HIE’s IPs. 

 TLS is used when connecting to the HIE. 

 The correct endpoints are being used. Please refer to the ICC document for these endpoints. 

 The correct certificates are configured in the participant system when connecting to the HIE and 

when the HIE connects to the participant system. 

1. PIX Networking and Certificate Test 

 

EHR Technical Resource: 

For this test, send the HIE any PIX transaction. If you get a response back from the HIE PIX 

Manager Service (even if the PIX Manager Service sends back an error), then this test is 

successful. This will prove that there is no networking or certificate issues between the 

participant system and the HIE.  

 

When this test is complete, contact a Truven Technical Resource and let them know you were 

successful. This test needs to be completed before the Register a Patient in the HIE test in this 

guide. 

Truven Technical Resource: 

Fill in the tables below: 

 

Truven Technical Resource Sign-Off Sign-Off Date 

  

 

 

 Notes: 

1.  

2.  

 

 Issues: 
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1.  

2.  

 

2. XDS Networking and Certificate Test 

 

EHR Technical Resource: 

For this test, send the HIE any XDS transaction. If you get a response back from an HIE XDS 

Service (even if the XDS Service sends back an error), then this test is successful. This will prove 

that there is no networking or certificate issues between the participant system and the HIE.  

 

When this test is complete, contact a Truven Technical Resource and let them know you were 

successful. This test needs to be completed before the Provide Clinical Data on a Patient in the 

HIE test in this guide. 

Truven Technical Resource: 

Fill in the tables below: 

 

Truven Technical Resource Sign-Off Sign-Off Date 

  

 

 Notes: 

1.  

2.  

 

 Issues: 

1.  

2.  

 

3. Federated Repository Networking and Certificate Test (if applicable) 

 

EHR Technical Resource: 

For this test, the HIE will try and retrieve a document from the participant’s federated 

repository.  

1. Let a Truven Technical Resource know when this test can be run.  

2. Afterwards, a Truven Technical Resource will send an ITI-43 to the participant’s federated 

repository to retrieve a document. Even if the participant’s federated repository service 

returns an error saying document unknown, this test is successful. This will prove that there 

is no networking or certificate issues between the participant system and the HIE.  
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3. Contact a Truven Technical Resource and let them know you were successful. This test 

needs to be completed before the Retrieve a Document on a Patient in the HIE test in this 

guide. 

Truven Technical Resource:  

When the participant is ready, retrieve a document from the participant’s federated repository. 

This document does not need to exist in the repository at this point. This test is to ensure there 

is no networking or certificate errors. 

 

Fill in the tables below: 

 

Truven Technical Resource Sign-Off Sign-Off Date 

  

 

 Notes: 

1.  

2.  

 

 Issues: 

1.  

2.  

 
 

2. Register a Patient to the HIE 

This test validates the ability of the end user to securely register a new patient in the HIE. 

End User: 

1. Register the following test patient using ALL the demographics listed below in your test system. 

This patient will be known as Patient-Hazel in the rest of this guide. If you are unable to provide 

any of these demographics, please notify the Truven Technical Resource. 

 

Patient-Hazel Value Notes 

First Name Hazel  

Last Name Demoski  

Middle Name M  

Address 1 East Street  

Charleston, WV 25305 

 

Date of Birth 07/04/74  

Phone Number 404-555-5600  

SSN 555-22-3000  

Gender Female  
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2. Provide a patient identifier and patient type (inpatient or outpatient) for the patient to a Truven 

Technical Resource.  

 

EHR Technical Resource: 

Use one of the following IHE standards and HIE endpoints for the PIX feed: 

Transaction Patient Identity Feed (ITI-8) with either an A01, A04, or A05 message type depending on the 

patient admission type. 
Actor Patient Identity Source 

HIE Endpoint Secure PIX v2 Port & IP 

 

Transaction Patient Identity Feed HL7 v3 (ITI-44)  
Actor Patient Identity Source 

HIE Endpoint Secure PIX v3 

 

If a PIX Query is initiated after the patient registration, then the PIX query should use one of the 

following IHE standards and HIE endpoints: 

Transaction PIX Query (ITI-9) 

Actor  Patient Identifier Cross-reference Consumer 

HIE Endpoint Secure PIX v2 Port & IP 

 

Transaction PIXv3 Query (ITI-45) 

Actor  Patient Identifier Cross-reference Consumer 

HIE Endpoint Secure PIX v3 

 

 

Truven Technical Resource: 

1. Fill in the table below with the patientID and patient type for Patient-Hazel: 

Item Value Notes 

PatientID    

Patient Type (IP, OP)   

 

2. If the participant system type is an HIE: Is the patientID from the HIE (using a MPI) or from an 

edge source system? 

PatientID in PIX Feed: Y/N Notes 

HIE (using MPI)   

Edge Source System   

 

3. Enter in the PIX feed sent to the HIE in the table below: 

Transaction 

sent to the 

HIE 
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4. Obtain the HIE PIX Manager Service response and enter it below:  

HIE Service 

Response 

 

 

5. Ask the EHR vendor when a PIX Query gets initiated during patient registration.  Fill in table 

below. 

 

When does a PIX Query get initiated by the test system? 

 

 

If a PIX Query is initiated during patient registration, fill in tables below: 

 

Enter the PIX Query sent to the HIE in the table below: 

Transaction 

sent to the 

HIE 

 

 

Obtain the HIE PIX Manager Service response and fill in the table below: 

HIE Service 

Response 

 

 

 

Truven Technical Resource Sign-Off Sign-Off Date 

  

 

 Notes: 

1.  

2.  

 

 Issues: 
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1.  

2.  

 

 

3. Update Demographics on a Patient in the HIE 

This test validates the ability of the end user to update demographic information on a patient that is 

already registered in the HIE. 

End User: 

1. Modify the patient demographics for Patient-Hazel with the updated demographics below. If 

you are unable to provide any of these fields, please notify a Truven Technical Resource. 

      

Patient-Hazel Value Notes 

First Name Hazel  

Last Name Demoski  

Middle Name M  

Address 1900 Kanawha Boulevard East 

Charleston, WV 25303 

 

Date of Birth 07/04/74  

Phone Number 404-555-5600  

SSN 555-22-3000  

Gender Female  

EHR Technical Resource: 

Use one of the following IHE standards and HIE endpoints for the PIX feed: 

Transaction Patient Identity Feed (ITI-8) with an A08 message type. 
Actor Patient Identity Source 

HIE Endpoint Secure PIX v2 Port & IP 

 

Transaction Patient Identity Feed HL7 v3 (ITI-44)  
Actor Patient Identity Source 

HIE Endpoint Secure PIX v3 

 

Truven Technical Resource: 

6. Enter in the PIX feed sent to the HIE in the table below: 

Transaction 

sent to the 

HIE 

 

 

7. Obtain the HIE PIX Manager Service response and fill in the table below: 
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HIE Service 

Response 

 

 

Truven Technical Resource Sign-Off Sign-Off Date 

  

 

 Notes: 

1.  

2.  

 

 Issues: 

1.  

2.  

 

 

4. PIX Transaction Failure Check 

This test validates the ability of the EHR system to automatically detect and log/queue error responses 

from the HIE PIX Manager Service when PIX transactions are sent to the HIE.  

Note: A PIX transaction failure will occur if a PIX query is executed for a patient that has not yet registered 
with the HIE. To resolve this issue, register the patient with the HIE first then execute a PIX query.  

 

End User: 

1. Ask the Truven Technical Resource to configure the PIX Manager for this test. 

2. Once the PIX Manager is configured, register a patient with the demographics listed below in 

your test system. This patient will be known as Patient-TX in the guide. 

 

Patient-Tx Value Notes 

First Name Tx  

Last Name Test  

Middle Name T  

Address 123 Tx Street 

Charleston, WV 25317 

 

Date of Birth 12/01/1900  

Phone Number (919)  123-4567  

SSN 121-12-1212  

Gender Male  

3. Provide the MRN to the Truven Technical Resource for this patient. 
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EHR Technical Resource: 

1. Make sure the log is running for this test. Provide logs to the Truven Technical Resource.  

2. Once the end user has registered Patient-TX, look for an error response from the HIE PIX 

Manager Service. 

3. Once error transaction is found, notify the Truven Technical Resource that you have identified 

the error transaction. 

4. Email the PIX transaction request and response back from the HIE PIX Manager Service to the 

Truven Technical Resource. There should NOT be PHI in this transaction. 

5. Allow for the Truven Technical Resource to reconfigure the Truven Test system. Once the 

Truven Technical Resource has notified you the system has been updated, retry and verify that 

the transaction was successful.  

6. Your system should have the ability for a technical user to correct errors in transactions so they 

can be reprocessed. If your system lacks this ability, please notify the Truven Technical 

Resource. 

 

Truven Technical Resource: 

1. Ask the EHR technical resource if they have activated logging. If not, reschedule this test. 

2. Configure the HIE PIX Manager Service to return an error response back. 

3. Check to see that the EHR system has automatically detected the error response in an error log 

or queue from the HIE PIX Manager Service. 

4. Provide the PIX request and response logs from the EHR Technical Resource in the tables below: 

 

Transaction 

sent to the 

HIE 

 

 

HIE Service 

Response 

 

 

5. If the PIX request is successfully detected, configure the HIE PIX Manager Service to NOT return 

an error response back. 

6. Ask the EHR Technical Resource to retry the PIX Feed. 

7. Enter in the successful PIX request and response in the table below: 
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Transaction 

sent to the 

HIE 

 

 

HIE Service 

Response 

 

 

Truven Technical Resource Sign-Off Sign-Off Date 

  

 

 Notes: 

1.  

2.  

 

 Issues: 

1.  

2.  

 

 

5. PIX Connection Failure Handling 

This test validates the ability to automatically detect when the HIE PIX Manager Service is offline. When 

the HIE service is brought back online, any transactions that occurred during this downtime should be 

sent to the HIE PIX Manager Service.  There are two failure modes for the HIE PIX Manager Service and 

this test validates that the EHR system can handle both failure modes.  

 

End User: 

1. Ask the Truven Technical Resource to configure for Connection Test 1 and Connection Test 2 

2. Patient-TX will be used for both Connection tests  

 

EHR Technical Resource 

Connection Test 1 (Unable to Connect to the Web Server)  

1. Make sure your logs are active.  

2. Look for a connection error from the HIE System. 

3. Once an error transaction is identified for Patient-TX, notify the Truven Technical Resource. 
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4. Allow for the Truven Technical Resource to reconfigure their system. Once Truven has 

reconfigured their system, retry the transaction and check that it is successful. 

Connection Test 2 (PIX Services are Down)  

5. Make sure your logs are active. 

6. Look for a connection error from the HIE System. 

7. Once an error transaction is found for Patient-TX, notify the Truven Technical Resource. 

8. Allow for the Truven Technical Resource to reconfigure their system. Once Truven has 

reconfigured their system, retry the transaction and check that it is successful. 

 

Truven Technical Resource: 

1. Make sure the EHR Technical Resource has logging active. If not, reschedule this test. 

Connection Test 1 (Unable to Connect to the Web Server)  

2. Update the Web Server to appear offline. 

3. Ask the EHR vendor if they received a connectional error. If so, continue on. 

4. Bring the Web Server back online and ask the EHR vendor to retry the transaction. 

Connection Test 2 (PIX Services are Down) 

5. Take the PIX Services offline. 
6. Ask the EHR Technical Resource if they received a connection error. If so, continue on. 
7. Bring the PIX Services back online and ask the EHR Technical Resource to retry the transaction. 

 

Truven Technical Resource Sign-Off Sign-Off Date 

  

 

 Notes: 

1.  

2.  

 

 Issues: 

1.  

2.  

 

6. CDA Content Certification Testing 

This test verifies that the structural content in the provided CDA documents are properly formatted by 

CDA document type.  This step is important because other EHR systems maybe using the CDA schema 

for a particular document in order to correctly parse and display the document to their end users. Note 

that clinical content is validated in a different test in this guide.  

End User: 

1. Work with your EHR Technical Resource to create three samples of each type of document that 

your test system is capable of producing.  
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- Ensure that the samples provided do NOT contain PHI.  Only test patients should be used. 

- The samples provided to Truven should be in the xml format (not the displayed format). 

- Each sample should have ALL possible sections populated and be representative of content 

provided in production.  

 

EHR Technical Resource: 

1. Provide the following to the Truven Technical Resource for each CDA document type that end 

users will be publishing to the HIE: 

 Document Type (e.g., HITSP C32 Patient Summary (contains all visits), HITSP C32 Encounter 

Summary (contain a single visit), XPHR, or XDS-MS Discharge Summary) 

 Format codes that will be used. Please note that in some cases, the format code must be a 

specific value.  The Metadata Guidance section in the Prerequisites section provides the 

specifics.  

 Sections that will be part of each document 

 File names for the samples. 

Sample Listing 

Document Type formatCode Sections File Names 
HITSP C32 (Patient 
Summary) 

urn:ihe:pcc:xphr:2007  Medications 

 Labs 

 Allergies 

HITSPC32_1.xml 
HITSPC32_2.xml 
HITSPC32_3.xml 

2. Obtain the xml documents that end users will generate as part of the test. 

3. Before you email the document samples (each sample should be in a separate file) to the Truven 

Technical Resource, you must run them through one of the online validators below to ensure 

NO errors are generated.   

It is solely the responsibility of the Participant to research and resolve any errors reported (even 

minor ones) by the online validators in order to successfully complete this test.  Before any 

document samples are provided to Truven, validation errors should be resolved beforehand.   

If the document type is HITSP C32 MU1, then you must run the document through both the MU 

Stage 1 HITSP C32 & HITSP C32 (C32 v2.5 -- C83 v2.0) validators. 

List of validators that will be used depending on the document type:  

Document type Validator link 
MU Stage 1 HITSP C32 http://hit-testing.nist.gov/cda-validation/mu.html 

MU Stage 2 CCDA types http://transport-testing.nist.gov/ttt/ 

CCDA https://www.lantanagroup.com/validator/ (radio button: CDA 
Consolidation Release 1.1 plus all SDWG errata through 2012-
12-21) 

HITSP C32 (C32 v2.5 -- C83 v2.0) http://hit-testing.nist.gov/cda-validation/validation.html 

CDA, CCD, IC, XDS-MS, XPHR, 
HITSP C37, XD-LAB etc. 

http://hit-testing.nist.gov/cda-validation/validation.html 

XDS-SD (and potentially C62s) http://gazelle.ihe.net/EVSClient/cda/validator.seam?extensio
n=IHE&cid=14916 

 

http://hit-testing.nist.gov/cda-validation/mu.html
http://transport-testing.nist.gov/ttt/
https://www.lantanagroup.com/validator/
http://hit-testing.nist.gov/cda-validation/validation.html
http://hit-testing.nist.gov/cda-validation/validation.html
http://gazelle.ihe.net/EVSClient/cda/validator.seam?extension=IHE&cid=14916
http://gazelle.ihe.net/EVSClient/cda/validator.seam?extension=IHE&cid=14916
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Please contact your Truven Technical Resource if there are other types of documents that you 

are considering registering with the exchange that are not covered by the validators above and 

Truven will work with you to define the content validation.  

Once a Truven Technical Resource receives the samples, Truven will process the samples 

through the appropriate online validator and provide feedback. 

 

Truven Technical Resource: 

 

1. Fill in the table below with the information provided by the EHR/HIE technical resource: 

CDA Document Listing 

Document Type formatCode Sections 
   

   

   

   

   

   

   

   

 

2. For the sample provided, fill in the table below: 

 

 Document Type = ?  

# FileName Ok? 
1   

2   

3   

 

 Document Type = ?  

# FileName Ok? 
1   

2   

3   

 

 Document Type = ?  

# FileName Ok? 
1   

2   

3   

 

 

Truven Technical Resource Sign-Off Sign-Off Date 
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 Notes: 

1.  

2.  

 

 Issues: 

1.  

2.  

 

7. Provide Clinical Data for a Patient in the HIE 

This test validates the ability of the end user to securely register a CCD in the HIE. This test requires the 

creation of a stable CCD containing TEST data for this patient. The document should NOT contain PHI. 

 

End User: 

1. Open the patient chart for Patient-Hazel and note the time you opened the chart to the Truven 

Technical Resource. 

2. Enter in clinical data in the patient chart to include at least one problem or allergy. Make a note 

of what you entered. This will be verified later in the guide. 

3. Sign-off on the visit or close the patient chart. Provide the time you closed the chart to the 

Truven Technical Resource. 

4. The Truven Technical Resource will review the CCD metadata with you and record your 

feedback. 

 

EHR Technical Resource: 

Use one of the following IHE standards and HIE endpoints to register a document depending on the 

document type: 

Transaction Provide & Register Document Set-b (ITI-41) – Stable Document 

Actor Document Source 

HIE Secure Endpoint Provide & Register Document Set (ITI-41) Url 

Repository Location HIE Hosted 

 

Transaction Register Document Set-b (ITI-42) – Stable Document 

Actor Integrated Document Source/Repository 

HIE Secure Endpoint Register Document Set (ITI-42) Url 

Repository Location Self-Hosted 
 

 

Transaction Register On-Demand Document Entry (ITI-61) – On Demand Document 

Actor On-Demand Document Source 

HIE Secure Endpoint Register On-Demand Document Entry (ITI-61) Url 

Repository Location Self-Hosted 
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If a PIX Query is initiated during the test, then the PIX query should use one of the following IHE 

standards and HIE endpoints: 

Transaction PIX Query (ITI-9) 

Actor  Patient Identifier Cross-reference Consumer 

HIE Endpoint Secure PIX v2 Port & IP 

 

Transaction PIXv3 Query (ITI-45) 

Actor  Patient Identifier Cross-reference Consumer 

HIE Endpoint Secure PIX v3 

 

1. Provide to the Truven Technical Resource the XDS IHE transaction that will be sent over to 

register the document. 

2. Provide to the Truven Technical Resource any additional transactions (PIX & XDS) that would 

occur from this test in the order that these will be sent to the HIE.  

3. Once a CCD is registered with the HIE, check if the submission is successful to your XDS 

repository. If not, notify the Truven Technical Resource. 

 

Truven Technical Resource: 

1. Ask the EHR Technical Resource which transactions will be sent as part of the test (PIX & XDS) 

and list each transaction in the order sent out to the HIE below: 

Transaction List (in order in sent to HIE) 

 

 

 

2. Enter the document type: 

Document Type: Y/N? 

Encounter Level (one visit)  

Patient Level (summary of all visits)  

 

3.  Ask the EHR Technical Resource if the submission to their XDS repository is successful. If not, 

stop here and repeat the test once the issue is resolved. 

4. Enter in the date and times when the patient chart was opened and closed from the end user in 

the table below: 

Item Date Time Time Zone 

ServiceStartTime    

SeviceStopTime    

Notes: If the doc is patient level, then including the servicestart/stop times should not be included as 

these times should apply to a specific encounter. 

 

5. Once the document is available, note the times in the table below: 

Item Date Time Time Zone 
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CreationTime    

Submission Time    

Note: For on-demand docs the CreationTime should be omitted (as well as hash and size)  

 

6. Enter in the XDS transaction request and response sent to the HIE that will register a document: 

Transaction 

sent to the 

HIE 

 

 

HIE Service 

Response 

 

 

7. Check if the identifiers provided are ok or not. 

Identifier Ok? 

Repository Unique ID  

Document Entry Unique ID  

Document Entry Patient ID  

Submission Set Unique ID  

Submission Set Patient ID  

Submission Set Source ID  

 

8. Check with the end user, where applicable, if the metadata provided is acceptable. 

XDSDocumentEntry 

Metadata 

Code Classification Code Value Ok? 

documentTitle  O    

authorPerson R2    

authorInstitution R2    

authorRole R2    

authorSpeciality R2    

classCode R urn:uuid:41a5887f-8865-4c09-adf7-e362475b143a   

confidentialityCode R urn:uuid:f4f85eac-e6cb-4883-b524-f2705394840f   

HealthCareFacilityType R urn:uuid:f33fb8ac-18af-42cc-ae0e-ed0b0bdb91e1   

PracticeSettingCode R urn:uuid:cccf5598-8b07-4b77-a05e-ae952c785ead   

FormatCode R urn:uuid:a09d5840-386c-46f2-b5ad-9c3699a4309d   

EventCodeList O urn:uuid:2c6b8cb7-8b2a-4051-b291-b1ae6a575ef4   

TypeCode R urn:uuid:f0306f51-975f-434e-a61c-c59651d33983   

CreationTime (UTC) R    

ServiceStartTime (UTC) R2    

ServiceStopTime (UTC) R2    

LanguageCode (en-us) R    

Mimetype R    
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SourcepatientID R    

Notes: If the doc is patient level, then including the servicestart/stop times should not be included as 

these times should apply to a specific encounter. If the doc is on-demand, then it is recommended not to 

include the legalAuthenticator. 

 

XDSSubmissionSet 

Metadata 

Code Classification Code Value Ok? 

SubmissionTitle O    

authorPerson O    

authorInstitution R2    

authorRole R2    

authorSpeciality R2    

ContentTypeCode R urn:uuid:aa543740-bdda-424e-8c96-df4873be8500   

Comments O    

SubmissionTime R    

 

9. If other transactions are sent, please provide the transaction requests and responses below: 

  

Transaction 

sent to the 

HIE 

 

 

HIE Service 

Response 

 

 

 

Truven Technical Resource Sign-Off Sign-Off Date 

  

 

 Notes: 

1.  

2.  

 

 Issues: 

1.  

2.  
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8. Query for Documents on a Patient in the HIE 

The purpose of this test is to ensure that end users can successfully query via the HIE to get a list of 

documents on a patient using their EHR client application (where XDS transactions are used).  

End User: 

1. In your EHR client application, obtain a list of documents via the HIE that exist on Patient-Hazel. 

2. Confirm that you can view a document that was registered from the previous test steps and at 

least one other document from a different document source on Patient-Hazel. Inform the 

Truven Technical Resource.   

 

EHR Technical Resource: 

Use the IHE standard and HIE endpoint 

Transaction Registry Stored Query (ITI-18) 

HIE Secure Endpoint Registry Stored Query (ITI-18) Url 

Query Find Documents 

 

 Note that the HIE will always return a homeCommunityId in the home attribute of each 

ExtrinsicObject that is part of the response to the registry stored query. It is required that you 

use the homeCommunityId in future requests to the HIE (e.g. as part of a retrieve document set 

request). 

 Both stable and on-demand documents should be specified in the XDSDocumentEntryType as 

part of the Registry Stored Query (ITI-18). The following UUIDs should be used: 

Stable urn:uuid:7edca82f-054d-47f2-a032-9b2a5b5186c1 

On-Demand  urn:uuid:34268e47-fdf5-41a6-ba33-82133c465248 

 

 The Find Documents query should be used to search for documents on a patient using the query 

id below: 

Query Name Query ID 

FindDocuments urn:uuid:14d4debf-8f97-4251-9a74-a90016b0af0d 

 

1. Confirm that your system will send the document query using the following return type(s) when 

an end user queries for documents via the HIE: 

 Object Ref followed by a Leaf Class return type  

 Only a Leaf Class return type 

Inform the Truven Technical Resource  
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Truven Technical Resource: 

1. Determine the HIE Affinity Domain Identifier for this patient and fill in the table below: 

HIE Affinity Domain Patient Identifier 

 

 

2. Ask the EHR Technical Resource if the return type is initiated first with an Object Ref followed by 

a Leaf Class or simply a Leaf Class.  Fill in table below with response: 

Return Type Y/N? Notes 

Object Ref Used   

Leaf Class Used   

 

3. If an Object Ref is first used then fill in tables below: 

Transaction(s) 

sent to the 

HIE 

 

 

HIE Service 

Response 

 

 

4. Please fill in the tables below with the Leaf Class return type. 

Transaction 

sent to the 

HIE 
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HIE Service 

Response 

  

 

5. Did the doc query with a Leaf Class return type specify both stable and on-demand documents? 

XDSDocumentEntryType Found Y/N? Notes 

Stable Docs   

OnDemand Doc   

 

6. The return set for this query should include documents from at least two document sources and 

include the document that was registered in prior in this guide on Patient-Hazel. Fill in the table 

below: 

XDSDocumentEntry.uniqueIds Found Y/N? Notes 

Document Registered in Prior Step   

Document Registered from Different  Source   

 

 

Truven Technical Resource Sign-Off Sign-Off Date 

  

 

 Notes: 

1.  

2.  

 

 Issues: 

1.  

2.  
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9. Retrieve a Document on a Patient in the HIE 

This test validates that the end user can successfully retrieve all documents that are registered on a 

patient in the HIE community as well as potentially in other communities. 

End User: 

1. In your EHR client application, retrieve the document via the HIE that is registered prior in this 

guide on Patient-Hazel. 

2. Notify the Truven Technical Resource if the document clinical content matches what was 

entered in prior test steps on Patient-Hazel. Refer back to your notes on what clinical data you 

entered for this patient. 

3. In your EHR client application, retrieve a document via HIE for Patient-Hazel that is registered by 

a different document source. If you do not see another document from another document 

source to retrieve, contact the Truven Technical Resource. 

4. Confirm that you were able to successful open and view the clinical content from another 

document source on patient Hazel Demoski. Notify the Truven Technical Resource.  

EHR Technical Resource: 

Use the IHE standard and HIE endpoint 

Transaction Retrieve Document Set (ITI-43) 

Actor Document Consumer 

HIE Secure Endpoint Retrieve Document Set (ITI-43) Url 

 

 You must provide a HomeCommunityId, DocumentUniqueId and a RepositoryId as part of the 

request.  

 

Truven Technical Resource: 

1. Are the following provided for each document requested? 

Item Ok? Notes 

Home Community ID   

Repository Unique ID   

Document Unique ID   

 

2. Enter the request and response below for the document retrieval registered prior on Patient-

Hazel.  
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Transaction 

sent to the 

HIE 

 

 

HIE Service 

Response 

 

 

3. Ask the end user if the retrieval was successful and if the clinical content matches what they 

entered on this patient. 

Item Y/N Notes 

Document Retrieved?   

Clinical Content Ok?   

 

4. Enter the request and response below for the document retrieval for a document registered by 

another document source: 

Transaction 

sent to the 

HIE 

 

 

HIE Service 

Response 

 

 

5. Ask the end user if the retrieval was successful on the patient. 

Item Y/N Notes 

Document Retrieved?   

Document Viewable?    

 

Truven Technical Resource Sign-Off Sign-Off Date 

  

 

 Notes: 

1.  
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2.  

 

 Issues: 

1.  

2.  

 

10. Update Clinical Data on a Patient in the HIE 

This test validates that the end user can update/ replace an existing document as dictated by your 

workflow (e.g. clinical data on patient is manually updated after CCD has been published to repository to 

correct mistakes or lab results come in via an interface after CCD has been published to repository – 

such cases require “document replace” functionality). 

End User: 

1. Update the patient chart (simulate correcting a clinical mistake) for Patient-Hazel by modifying 

the problem or allergy previously set. Make notes on what you have modified. These changes 

will be verified later in the test. 

2.  Sign-off on the encounter to trigger the registration of the document to the HIE. This document 

should NOT contain PHI. This document will be referred to as the NEW document in the 

remaining sections of the test. The OLD document is the document that was created earlier in 

this guide for Patient-Hazel. 

3. Wait for the Truven Technical Resource to verify that the NEW document is registered in the HIE 

before proceeding. 

4. Check in your EHR client application that the NEW document is listed for Patient-Hazel via the 

HIE and that the OLD document is NOT listed. The NEW document should have replaced the OLD 

document. 

5. Retrieve the NEW document via the HIE to view the clinical content and verify that the update 

was made correctly. Refer back to the clinical notes that were recorded earlier in this test. 

EHR Technical Resource: 

This test should use one of the following IHE standards and HIE endpoints ONLY if the document is 

stable. 

Transaction Provide & Register Document Set-b (ITI-41) – Stable Document 

Actor Integrated Document Source/Repository 

HIE Secure Endpoint Provide & Register Document Set (ITI-41) URL 

Repository Location HIE Hosted 

 

Transaction Register Document Set-b (ITI-42) – Stable Document 

Actor Integrated Document Source/Repository 

HIE Secure Endpoint Register Document Set (ITI-42) URL 
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Repository Location Self-Hosted 

 

An additional document association is needed in the ITI-42 transaction for stable documents to 

note replacement: ‘AssociationType: RPLC’. See ITI TF-3 Section 4.1.6 for more information. 

 

1. Provide a list of transactions (PIX & XDS) in the order that they will be sent to the HIE. 

Truven Technical Resource: 
 

1. Ask the EHR Technical Resource what transactions will be sent and as part of this test (PIX & 

XDS) and list them in the order sent out to the HIE below: 

Transaction List (in order in sent to HIE) 

 

 

 

2. Note that for on-demand documents, there will be no XDS transaction sent to the HIE. If the 

document is stable, fill in the table below with the XDS request and response for the NEW 

document: 

Transaction 

sent to the 

HIE 

 

 

HIE Service 

Response 

 

 

3. Check that the replace segment in the transaction is configured correctly if the document is 

stable and fill in the table below with the replace segment: 

Replace Segment Ok? 

  

 

Note: For on-demand documents, query for this document and check the metadata for the 

end-user. 

 

4. Since only the clinical data is being modified, the metadata fields between the OLD and NEW 

document should be the same in most cases. Check if the following fields below changed 

correctly. Note: If a different end user did the update, then the author fields will be different. 

Identifier Diff? 

CreatonTime (UTC)  
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SubmissionTime (UTC)  

 

5. Check that the metadata fields for the servicestart/stoptimes are the same between the OLD 

and NEW document. The visit times should NOT change.  

Identifier Same? 

ServiceStartTime  

ServiceStopTime  

 

6. Was the update successful? 

Item Ok? 

If document is stable, is the OLD doc depreciated?  

Is the clinical data in the NEW doc correct?  

 

7. If other transactions (PIX & XDS) are sent during this transaction, please provide the request(s) 

and response(s) below: 

Transaction 

sent to the 

HIE 

 

 

HIE Service 

Response 

 

 

 

Truven Technical Resource Sign-Off Sign-Off Date 

  

 

 Notes: 

1.  

2.  

 

 Issues: 

1.  

2.  
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11. XDS Transaction Failure Check 

This test validates the ability of the EHR system to automatically detect and log/queue error responses 

from an HIE XDS Service when XDS transactions are sent to the HIE. 

 

End User: 

1. Ask the Truven Technical Resource to prepare for this test. 

2. Add clinical content to Patient-TX’s chart and sign-off on the encounter/visit so that the CCD will 

be triggered for registration to the HIE. 

 

EHR Technical Resource: 

1. Provide logs to the Truven Technical Resource. Make sure your logs are active for this test.  

2. Once the end user has signed-off on the encounter/visit for Patient-TX, look for an error 

response from the HIE XDS Registry Service. 

3. Once an error transaction is identified, notify the Truven Technical Resource. 

4. Email the XDS transaction request and response back from an HIE XDS Service to the Truven 

Technical Resource. 

5. Allow for the Truven Technical Resource to reconfigure their system. Once the Truven Technical 

Resource has reconfigured their system, then retry the transaction and check that the 

transaction was successful. 

6. Your system should have the ability for a technical user to correct errors in transactions so they 

can be retried. If your system lacks this ability, please notify the Truven Technical Resource. 

 

Truven Technical Resource: 

1. Ask the EHR technical resource if logging is active. If not, reschedule this test. 

2. Configure the HIE XDS Registry Service to return an error response back. 

3. Check to see that the EHR system has automatically detected the error response in an error log 

or queue from the HIE XDS Registry Service. 

4. Provide the XDS request and response logs from the EHR technical resource in the tables below: 

Transaction 

sent to the 

HIE 

 

 

HIE Service 

Response 

 

 

5. If detected, configure the HIE XDS Registry Service to NOT return an error response back. 
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6. Ask the EHR technical resource to retry the XDS transaction. 

7. Enter in the successfully sent XDS transaction request and response in the table below: 

Transaction 

sent to the 

HIE 

 

 

HIE Service 

Response 

 

 

 

Truven Technical Resource Sign-off Sign-off Date 

  

 

 Notes: 

1.  

2.  

 

 Issues: 

1.  

2.  

 

 

12. XDS Connection Failure Handling 

This test validates the ability to automatically detect when an HIE XDS Service is offline. When the HIE 

service is brought back online, any transactions that occurred during this downtime should be sent to 

the appropriate HIE XDS Service.  There are two failure tests for the HIE XDS Service. These tests ensure 

that the EHR system can handle both failures.  

 

End User: 

1. Ask the Truven Technical Resource to configure for Connection Test 1. 

2. Update the clinical data on Patient-TX and sign-off on the encounter/visit so that a CCD is 

triggered to the HIE. 

3. Allow for the Truven Technical Resource before proceeding, so the Truven Technical Resource 

can prepare their system for Connection Test 2.  
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4. Update the clinical data again on Patient-TX and sign-off on the encounter/visit so that a CCD is 

triggered to the HIE. 

EHR Technical Resource 

1. Make sure logging is active. 

Connection Test 1 (Unable to Connect to the Web Server)   

2. Once the end user has signed-off on the encounter/visit for Patient-TX, look for a connection 

error from the HIE. 

3. Once an error transaction is identified for Patient-TX, notify the Truven Technical Resource. 

4. Allow for the Truven Technical Resource to reconfigure their system. Once the Truven Technical 

Resource has reconfigured their system, retry the transaction and check that the transaction is 

successful. 

Connection Test 2 (XDS Services are Down)  

 

5. Once the end user has again signed-off on the encounter/visit for Patient-TX, look for a 

connection error from the HIE. 

6. Once an error transaction is detected for Patient-TX, notify the Truven Technical Resource. 

7. Allow for the Truven Technical Resource to reconfigure their system. Once the Truven Technical 

Resource has reconfigured their system, retry the transaction and check that the transaction is 

successful. 

 

Truven Technical Resource: 

1. Make sure the EHR system logging is active. If not, reschedule the test. 

Connection Test 1 (Unable to Connect to the Web Server)   

2. Update the web server to appear offline.  

3. Ask the EHR Technical Resource if connection error has been received. If so, continue on. 

4. Bring the connection back online and ask the EHR Technical Resource to retry the transaction. 

Connection Test 2 (XDS Services are Down)  

5. Take the XDS services offline.  

6. Ask the EHR Technical Resource if connection error has been received. If so, continue on. 

7. Bring the XDS services back online and ask the EHR vendor to retry the transaction. 

 

 

13. Merge Two Patients in the HIE 

This test validates the test patient merge workflow. This test describes a single scenario.  Please 

consider other scenarios that might occur at a participant site and test for all possible scenarios that are 

expected to occur in production.  

End User: 
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1. Prepare to merge Patient-TX into Patient-Hazel with Patient-Hazel resulting as the surviving record. 
If your test system requires that the demographics be the same between patients that are merged, 
then configure the demographic data to be identical. Please let the Truven Technical Resource know 
if this is the case. 

2. Contact the Truven Technical Resource before proceeding to make sure the Truven Technical 
Resource is prepared to capture and review merge transaction. 

3. Once you have confirmed with the Truven Technical Resource, merge Patient-TX and Patient-Hazel 
so that Patient-Hazel survives. 

4. In your EHR client application, check that both DOC1 and DOC2 exist on Patient-Hazel and that 
Patient-TX no longer exists via the HIE. 

5. Retrieve both DOC1 and DOC2 and verify the clinical content in both. 
 

EHR Technical Resource: 

Use one of the following IHE standards and HIE endpoints to merge patients. 

Transaction Patient Identity Feed (ITI-8) – message type A40 

Actor Patient Identity Source 

HIE Endpoint Secure PIXv2 Port/IP 

 

Transaction Patient Identity Feed V3 HL7 (ITI-45)  

Actor Patient Identity Source 

HIE Endpoint Secure PIXv3 

 

Truven Technical Resource: 

1. Obtain the MRNs for Patient-TX and Patient-Hazel and fill in the table below: 

Item Value Notes 

Patient-TX MRN   

Patient-Hazel MRN   

 

2. Make sure only DOC1 & DOC2 are seen with the Patient-TX and Patient-Hazel patients. We will 

want to avoid record linking with other patients. 

3. Fill in the table below with the merge transaction: 

Transaction 

sent to the 

HIE 
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HIE Service 

Response 

 

4. Check that Patient-TX is archived and that DOC1 & DOC2 are now associated solely with Patient-

Hazel. 

Truven Technical Resource Sign-off Sign-off Date 

  

 

 Notes: 

1.  

2.  

 

 Issues: 

1.  

2.  

 

 

14. Handling Sensitive Health Data 

This test validates that the participant system has the capability to suppress, block, or appropriately flag 

sensitive information based on HIE requirements and EHR capabilities. Testing is required to ensure that 

sensitive patient information is not being shared as part of the documents being registered with the HIE. 

 

End User: 

1. Patient-Hazel will be used for this test. 

2. Open the patient chart for Patient-Hazel and add allergies, medications, problems, etc (include 

various sensitive health data, for example, sensitive labs or problems). 

3. Sign-Off on the encounter/discharge of the patient in order to trigger the registration of a CCD 

in the HIE. 

4. If your system: 

o Suppresses sensitive data from CCDs: Retrieve this CCD and verify that no sensitive 

health data is contained in the document. 

o Flag outbound CCDs that include sensitive data: Check the documents that exist on 

Patient-Hazel and verify that the associated document with sensitive data is not seen in 

the HIE. 
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5. Contact the Truven Technical Resource once completed. The Truven Technical Resource will 

then query and retrieve Patient-Hazel’s documents to confirm that the sensitive health data 

cannot be viewed by other participants. 

EHR Technical Resource: 

The confidentiality code in the XDSDocumentEntry metadata should indicate/flag if a CCD 

contains sensitive health information. Refer to the Prerequisites section for more information 

on document metadata. 

Unless the end user reports testing issues, there are no steps for you to complete in this test. 

Truven Technical Resource: 

1. Obtain the sign-Off from the end user on this test. 

End User  Sign-Off Sign-Off Date 

  

 

 

Truven Technical Resource Sign-Off Sign-Off Date 

  

 

 Notes: 

1.  

2.  

 

 Issues: 

1.  

2.  

 

 

15. Validating Clinical Data in CCDs 

This test validates that the information seen in the patient chart matches the content in the documents 

registered with the HIE.  

End User: 

1. Register a new patient with the demographics listed below. This patient will be known as 

Patient-Henry in the test. 

Patient-Henry Value Notes 

First Name Henry  

Last Name Demoski  
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Middle Name M  

Address 200 Civic Center Drive 

Charleston, WV 25301 

 

Date of Birth 08/01/81  

Phone Number 404-555-4000  

SSN 555-11-1000  

Gender Male  

 

2. Open the patient chart for Patient-Henry and add all possible sections (allergies, medications, 

problems, social history, labs, etc) with depth of data for each section. 

3. Sign-off on the encounter/discharge of the patient in order to trigger the registering of a CCD in 

the HIE. 

4. Retrieve this document via the HIE and verify that the patient chart data matches the clinical 

content in the CCD for all sections. 

5. Repeat for all types of patients that could be admitted and other various scenarios that might 

occur in adding information in a patient chart. 

6. Contact the Truven Technical Resource to confirm that the test system can reliably provide 

accurate clinical data in the CCDs. 

EHR Technical Resource: 

Unless the end user reports testing issues, there are no steps for you to complete in this test. 

Truven Technical Resource: 

1. Obtain the sign-off from the end user on this test. 

End User  Sign-off Sign-off Date 

  

 

Truven Technical Resource Sign-off Sign-off Date 

  

 

 Notes: 

1.  

2.  

 

 Issues: 

1.  

2.  
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16. Stable BPPC/Record Patient Consent Testing  

This test validates the opt-out flag set on the patient via a BPPC opt-out or a manual opt-out. Patients 

opted out can later choose to opt in as well.  Note that all patients registered with the exchange are 

automatically assumed to be opted-in unless the opt-out flag is present.  

Option 1 – Test Opt-Out Functionality using Web Client 

End User: 

1. Patient-Hazel will be used for this Test  
2. Opt-out Patient-Hazel or notify the Truven Technical Resource to opt-out the patient.  
3. Verify that no clinical documents are viewable via the HIE.  Confirm that only the HIE generated 

BPPC document is returned when the patient is queried. 

4. Notify Truven Technical Resource to opt patient back in the HIE.  

5. Verify that documents can be seen for Patient-Hazel  

 
Option 2 – Test Opt-Out Functionality by Register Document Set-b (ITI-42) Transaction 

End User: 

1. Patient-Hazel will be used for this Test.  

2. Opt-out Patient-Hazel by generating a BPPC document and registering the BPPC document with 

the HIE.  

3. Verify that no clinical documents are viewable via the HIE.  

4. Opt-in Patient Hazel by generating a new BPPC document and registering the BPPC document to 

opt the patient in.   

5. Verify that documents can be seen for Patient-Hazel.   

 

EHR Technical Resource: 

Please note that this test requires you to send a Register Document Set-b (ITI-42) transaction. Be 

sure to use the correct metadata for BPPC. See the Metadata Guidance section in the Prerequisites 

section for the specifics around BPPC. 

The IHE specifications detail BPPC and the content requirements in ITI-TF Volume 1 and Volume 3.  

Requirement 1:  

The BPPC document is required to be a stable document.  

Requirement 2:  

The code element of the Patient Privacy Acknowledgment Service Event should be present and the 

expected code attribute values are “opt-out” or “opt-in” OIDs listed below.  

Access Policy OID  (provided in the ICC document) 

Opt Out BPPC Opt-out Code 

Opt In BPPC Opt-in Code 

http://www.ihe.net/Technical_Framework/upload/IHE_ITI_TF_Vol1.pdf
http://www.ihe.net/Technical_Framework/upload/IHE_ITI_TF_Vol3.pdf
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Requirement 3:  

In the code element, the codeSystem attribute should be set to <HIE Affinity Domain ID> and the 

codeSystemName should be <HIE Namespace> 

Requirement 4:  

The documentation of serviceEvent/effectiveTime element’s low value is taken into consideration 

when patient opt status changes are being effected on the HIE network. The effectiveTime/low 

values have to be before the time the document is published to the repository. The 

effectiveTime/high element is ignored. If the patient chooses to reverse opt decision after a certain 

point in time, then a separate BPPC with the right opt status is required to be registered. 

 

Truven Technical Resource: 

 
1. Enter the XDS transaction request and response for the opt-out: 

Transaction 

sent to the 

HIE 

 

 

HIE Service 

Response 

 

 
2. Enter the BPPC request to opt-out 

Transaction 

sent to the 

HIE 

 

 

HIE Service 

Response 

 

 
3. Enter the XDS transaction request and response for the opt-in: 
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Transaction 

sent to the 

HIE 

 

 

HIE Service 

Response 

 

 
4. Enter the BPPC request to opt-in: 

Transaction 

sent to the 

HIE 

 

 

HIE Service 

Response 

 

 

 

Truven Technical Resource Sign-off Sign-off Date 

  

 

 Notes: 

1.  

2.  

 

 Issues: 

1.  

2.  
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Appendix A – Sample Messages  
 

Patient Identity Feed – Add 
 

MSH|^~\&|SendingApplication|SendingFacility|ReceivingApplication|ReceivingFacility|20101004144709||ADT^A01

^ADT_A01|NIST-101004144709009|P|2.3.1 

EVN||20101004144709 

PID|||PIX^^^NIST2010&2.16.840.1.113883.3.72.5.9.1&ISO||ALPHA^ALAN^^^^^L|BARNES^^^^^^L|19781208|M|||820 

JORIE BLVD^^NEW YORK CITY^NY^10503||||||||153-12-5432 

PV1||I 

Patient Identity Feed – Update 
MSH|^~\&|SendingApplication|SendingFacility|ReceivingApplication|ReceivingFacility|20090527135020||ADT^A08

^ADT_A01|NIST-090527135016929|P|2.3.1 

EVN||20090527 

PID|||PIX^^^NIST2010&2.16.840.1.113883.3.72.5.9.1&ISO||TAU^TERI^^^^^L||19780510||||202 KEN HABOR^^NEW YORK 

CITY^NY^61000 

PV1||R 

PIX Query 
MSH|^~\&|SendingApplication|SendingFacility|ReceivingApplication|ReceivingFacility|20101004145353||QBP^Q23

^QBP_Q21|NIST-101004145353138|P|2.5 

QPD|IHE PIX Query|QRY1248968460880|PIXL1^^^NIST2010&2.16.840.1.113883.3.72.5.9.1&ISO|^^^NIST2010-

3&2.16.840.1.113883.3.72.5.9.3&ISO 

RCP|I 

Register Document Set b – One Document 
          <lcm:SubmitObjectsRequest xmlns:lcm="urn:oasis:names:tc:ebxml-regrep:xsd:lcm:3.0"> 
            <rim:RegistryObjectList xmlns:rim="urn:oasis:names:tc:ebxml-regrep:xsd:rim:3.0"> 
              <rim:ExtrinsicObject id="Document01" mimeType="text/plain"  

objectType="urn:uuid:7edca82f-054d-47f2-a032-9b2a5b5186c1"> 
                <rim:Slot name="creationTime"> 
                  <rim:ValueList> 
                    <rim:Value>20091224</rim:Value> 
                  </rim:ValueList> 
                </rim:Slot> 
                <rim:Slot name="repositoryUniqueId"> 
                  <rim:ValueList> 
                    <rim:Value>1.2.5.123.1200</rim:Value> 
                  </rim:ValueList> 
                </rim:Slot> 
                <rim:Slot name="languageCode"> 
                  <rim:ValueList> 
                    <rim:Value>en-us</rim:Value> 
                  </rim:ValueList> 
                </rim:Slot> 
                <rim:Slot name="serviceStartTime"> 
                  <rim:ValueList> 
                    <rim:Value>200912230800</rim:Value> 
                  </rim:ValueList> 
                </rim:Slot> 
                <rim:Slot name="serviceStopTime"> 
                  <rim:ValueList> 
                    <rim:Value>200912230801</rim:Value> 
                  </rim:ValueList> 
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                </rim:Slot> 
                <rim:Slot name="sourcePatientId"> 
                  <rim:ValueList> 
                    <rim:Value>89765a87b^^^&amp;3.4.5&amp;ISO</rim:Value> 
                  </rim:ValueList> 
                </rim:Slot> 
                <rim:Slot name="sourcePatientInfo"> 
                  <rim:ValueList> 
                    <rim:Value>PID-3|pid1^^^&amp;1.2.3&amp;ISO</rim:Value> 
                    <rim:Value>PID-5|Doe^John^^^</rim:Value> 
                    <rim:Value>PID-7|19560527</rim:Value> 
                    <rim:Value>PID-8|M</rim:Value> 
                    <rim:Value>PID-11|100 Main St^^Metropolis^Il^44130^USA</rim:Value> 
                  </rim:ValueList> 
                </rim:Slot> 
                <rim:Name> 
                  <rim:LocalizedString value="Physical" /> 
                </rim:Name> 
                <rim:Description /> 
                <rim:Classification classificationScheme="urn:uuid:93606bcf-9494-43ec-9b4e-a7748d1a838d" 
classifiedObject="Document01" nodeRepresentation="" objectType="urn:oasis:names:tc:ebxml-
regrep:ObjectType:RegistryObject:Classification" id="id_1"> 
                  <rim:Slot name="authorPerson"> 
                    <rim:ValueList> 
                      <rim:Value>^Smitty^Gerald^^^</rim:Value> 
                    </rim:ValueList> 
                  </rim:Slot> 
                  <rim:Slot name="authorInstitution"> 
                    <rim:ValueList> 
                      <rim:Value>Cleveland Clinic</rim:Value> 
                      <rim:Value>Parma Community</rim:Value> 
                    </rim:ValueList> 
                  </rim:Slot> 
                  <rim:Slot name="authorRole"> 
                    <rim:ValueList> 
                      <rim:Value>Attending</rim:Value> 
                    </rim:ValueList> 
                  </rim:Slot> 
                  <rim:Slot name="authorSpecialty"> 
                    <rim:ValueList> 
                      <rim:Value>Orthopedic</rim:Value> 
                    </rim:ValueList> 
                  </rim:Slot> 
                </rim:Classification> 
                <rim:Classification classificationScheme="urn:uuid:93606bcf-9494-43ec-9b4e-a7748d1a838d" 
classifiedObject="Document01" nodeRepresentation="" objectType="urn:oasis:names:tc:ebxml-
regrep:ObjectType:RegistryObject:Classification" id="id_2"> 
                  <rim:Slot name="authorPerson"> 
                    <rim:ValueList> 
                      <rim:Value>^Dopplemeyer^Sherry^^^</rim:Value> 
                    </rim:ValueList> 
                  </rim:Slot> 
                  <rim:Slot name="authorInstitution"> 
                    <rim:ValueList> 
                      <rim:Value>Cleveland Clinic</rim:Value> 
                      <rim:Value>Berea Community</rim:Value> 
                    </rim:ValueList> 
                  </rim:Slot> 
                  <rim:Slot name="authorRole"> 
                    <rim:ValueList> 
                      <rim:Value>Primary Surgon</rim:Value> 
                    </rim:ValueList> 
                  </rim:Slot> 
                  <rim:Slot name="authorSpecialty"> 
                    <rim:ValueList> 
                      <rim:Value>Orthopedic</rim:Value> 
                    </rim:ValueList> 
                  </rim:Slot> 
                </rim:Classification> 
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                <rim:Classification classificationScheme="urn:uuid:41a5887f-8865-4c09-adf7-e362475b143a" 
classifiedObject="Document01" nodeRepresentation="History and Physical" 
objectType="urn:oasis:names:tc:ebxml-regrep:ObjectType:RegistryObject:Classification" id="id_3"> 
                  <rim:Slot name="codingScheme"> 
                    <rim:ValueList> 
                      <rim:Value>CareEvolution classCodes</rim:Value> 
                    </rim:ValueList> 
                  </rim:Slot> 
                  <rim:Name> 
                    <rim:LocalizedString value="History and Physical" /> 
                  </rim:Name> 
                </rim:Classification> 
                <rim:Classification classificationScheme="urn:uuid:f4f85eac-e6cb-4883-b524-f2705394840f" 
classifiedObject="Document01" nodeRepresentation="1.3.6.1.4.1.21367.2006.7.101" 
objectType="urn:oasis:names:tc:ebxml-regrep:ObjectType:RegistryObject:Classification" id="id_4"> 
                  <rim:Slot name="codingScheme"> 
                    <rim:ValueList> 
                      <rim:Value>CareEvolution confidentialityCodes</rim:Value> 
                    </rim:ValueList> 
                  </rim:Slot> 
                  <rim:Name> 
                    <rim:LocalizedString value="Clinical-Staff" /> 
                  </rim:Name> 
                </rim:Classification> 
                <rim:Classification classificationScheme="urn:uuid:a09d5840-386c-46f2-b5ad-9c3699a4309d" 
classifiedObject="Document01" nodeRepresentation="CDAR2/IHE 1.0" objectType="urn:oasis:names:tc:ebxml-
regrep:ObjectType:RegistryObject:Classification" id="id_5"> 
                  <rim:Slot name="codingScheme"> 
                    <rim:ValueList> 
                      <rim:Value>CareEvolution formatCodes</rim:Value> 
                    </rim:ValueList> 
                  </rim:Slot> 
                  <rim:Name> 
                    <rim:LocalizedString value="CDAR2/IHE 1.0" /> 
                  </rim:Name> 
                </rim:Classification> 
                <rim:Classification classificationScheme="urn:uuid:f33fb8ac-18af-42cc-ae0e-ed0b0bdb91e1" 
classifiedObject="Document01" nodeRepresentation="Outpatient" objectType="urn:oasis:names:tc:ebxml-
regrep:ObjectType:RegistryObject:Classification" id="id_6"> 
                  <rim:Slot name="codingScheme"> 
                    <rim:ValueList> 
                      <rim:Value>CareEvolution healthcareFacilityTypeCodes</rim:Value> 
                    </rim:ValueList> 
                  </rim:Slot> 
                  <rim:Name> 
                    <rim:LocalizedString value="Outpatient" /> 
                  </rim:Name> 
                </rim:Classification> 
                <rim:Classification classificationScheme="urn:uuid:cccf5598-8b07-4b77-a05e-ae952c785ead" 
classifiedObject="Document01" nodeRepresentation="General Medicine" objectType="urn:oasis:names:tc:ebxml-
regrep:ObjectType:RegistryObject:Classification" id="id_7"> 
                  <rim:Slot name="codingScheme"> 
                    <rim:ValueList> 
                      <rim:Value>CareEvolution practiceSettingCodes</rim:Value> 
                    </rim:ValueList> 
                  </rim:Slot> 
                  <rim:Name> 
                    <rim:LocalizedString value="General Medicine" /> 
                  </rim:Name> 
                </rim:Classification> 
                <rim:Classification classificationScheme="urn:uuid:f0306f51-975f-434e-a61c-c59651d33983" 
classifiedObject="Document01" nodeRepresentation="34108-1" objectType="urn:oasis:names:tc:ebxml-
regrep:ObjectType:RegistryObject:Classification" id="id_8"> 
                  <rim:Slot name="codingScheme"> 
                    <rim:ValueList> 
                      <rim:Value>LOINC</rim:Value> 
                    </rim:ValueList> 
                  </rim:Slot> 
                  <rim:Name> 
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                    <rim:LocalizedString value="Outpatient Evaluation And Management" /> 
                  </rim:Name> 
                </rim:Classification> 
                <rim:ExternalIdentifier identificationScheme="urn:uuid:58a6f841-87b3-4a3e-92fd-
a8ffeff98427" value="XdsPatient^^^&amp;1.3.6.1.4.1.21367.2005.3.7&amp;ISO" 
objectType="urn:oasis:names:tc:ebxml-regrep:ObjectType:RegistryObject:ExternalIdentifier" id="id_9" 
registryObject="Document01"> 
                  <rim:Name> 
                    <rim:LocalizedString value="XDSDocumentEntry.patientId" /> 
                  </rim:Name> 
                </rim:ExternalIdentifier> 
                <rim:ExternalIdentifier identificationScheme="urn:uuid:2e82c1f6-a085-4c72-9da3-
8640a32e42ab" value="1.2.5.123.1201" objectType="urn:oasis:names:tc:ebxml-
regrep:ObjectType:RegistryObject:ExternalIdentifier" id="id_10" registryObject="Document01"> 
                  <rim:Name> 
                    <rim:LocalizedString value="XDSDocumentEntry.uniqueId" /> 
                  </rim:Name> 
                </rim:ExternalIdentifier> 
              </rim:ExtrinsicObject> 
              <rim:RegistryPackage id="SubmissionSet01" objectType="urn:oasis:names:tc:ebxml-
regrep:ObjectType:RegistryObject:RegistryPackage"> 
                <rim:Slot name="submissionTime"> 
                  <rim:ValueList> 
                    <rim:Value>20091225235050</rim:Value> 
                  </rim:ValueList> 
                </rim:Slot> 
                <rim:Name> 
                  <rim:LocalizedString value="Physical" /> 
                </rim:Name> 
                <rim:Description> 
                  <rim:LocalizedString value="Annual physical" /> 
                </rim:Description> 
                <rim:Classification classificationScheme="urn:uuid:a7058bb9-b4e4-4307-ba5b-e3f0ab85e12d" 
classifiedObject="SubmissionSet01" nodeRepresentation="" objectType="urn:oasis:names:tc:ebxml-
regrep:ObjectType:RegistryObject:Classification" id="id_11"> 
                  <rim:Slot name="authorPerson"> 
                    <rim:ValueList> 
                      <rim:Value>^Dopplemeyer^Sherry^^^</rim:Value> 
                    </rim:ValueList> 
                  </rim:Slot> 
                  <rim:Slot name="authorInstitution"> 
                    <rim:ValueList> 
                      <rim:Value>Cleveland Clinic</rim:Value> 
                      <rim:Value>Berea Community</rim:Value> 
                    </rim:ValueList> 
                  </rim:Slot> 
                  <rim:Slot name="authorRole"> 
                    <rim:ValueList> 
                      <rim:Value>Primary Surgon</rim:Value> 
                    </rim:ValueList> 
                  </rim:Slot> 
                  <rim:Slot name="authorSpecialty"> 
                    <rim:ValueList> 
                      <rim:Value>Orthopedic</rim:Value> 
                    </rim:ValueList> 
                  </rim:Slot> 
                </rim:Classification> 
                <rim:Classification classificationScheme="urn:uuid:aa543740-bdda-424e-8c96-df4873be8500" 
classifiedObject="SubmissionSet01" nodeRepresentation="History and Physical" 
objectType="urn:oasis:names:tc:ebxml-regrep:ObjectType:RegistryObject:Classification" id="id_12"> 
                  <rim:Slot name="codingScheme"> 
                    <rim:ValueList> 
                      <rim:Value>CareEvolution contentTypeCodes</rim:Value> 
                    </rim:ValueList> 
                  </rim:Slot> 
                  <rim:Name> 
                    <rim:LocalizedString value="History and Physical" /> 
                  </rim:Name> 
                </rim:Classification> 
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                <rim:ExternalIdentifier identificationScheme="urn:uuid:96fdda7c-d067-4183-912e-
bf5ee74998a8" value="1.2.5.123.1202" objectType="urn:oasis:names:tc:ebxml-
regrep:ObjectType:RegistryObject:ExternalIdentifier" id="id_13" registryObject="SubmissionSet01"> 
                  <rim:Name> 
                    <rim:LocalizedString value="XDSSubmissionSet.uniqueId" /> 
                  </rim:Name> 
                </rim:ExternalIdentifier> 
                <rim:ExternalIdentifier identificationScheme="urn:uuid:554ac39e-e3fe-47fe-b233-
965d2a147832" value="1.3.6.1.4.1.21367.2009.1.2.1" objectType="urn:oasis:names:tc:ebxml-
regrep:ObjectType:RegistryObject:ExternalIdentifier" id="id_14" registryObject="SubmissionSet01"> 
                  <rim:Name> 
                    <rim:LocalizedString value="XDSSubmissionSet.sourceId" /> 
                  </rim:Name> 
                </rim:ExternalIdentifier> 
                <rim:ExternalIdentifier identificationScheme="urn:uuid:6b5aea1a-874d-4603-a4bc-
96a0a7b38446" value="XdsPatient^^^&amp;1.3.6.1.4.1.21367.2005.3.7&amp;ISO" 
objectType="urn:oasis:names:tc:ebxml-regrep:ObjectType:RegistryObject:ExternalIdentifier" id="id_15" 
registryObject="SubmissionSet01"> 
                  <rim:Name> 
                    <rim:LocalizedString value="XDSSubmissionSet.patientId" /> 
                  </rim:Name> 
                </rim:ExternalIdentifier> 
              </rim:RegistryPackage> 
              <rim:Classification classifiedObject="SubmissionSet01" 
classificationNode="urn:uuid:a54d6aa5-d40d-43f9-88c5-b4633d873bdd" id="ID_1199604121_1" 
objectType="urn:oasis:names:tc:ebxml-regrep:ObjectType:RegistryObject:Classification" /> 
              <rim:Association associationType="urn:oasis:names:tc:ebxml-regrep:AssociationType:HasMember" 
sourceObject="SubmissionSet01" targetObject="Document01" id="ID_1199604121_2" 
objectType="urn:oasis:names:tc:ebxml-regrep:ObjectType:RegistryObject:Association"> 
                <rim:Slot name="SubmissionSetStatus"> 
                  <rim:ValueList> 
                    <rim:Value>Original</rim:Value> 
                  </rim:ValueList> 
                </rim:Slot> 
              </rim:Association> 
            </rim:RegistryObjectList> 
          </lcm:SubmitObjectsRequest> 

Registry Stored Query - FindDocuments 
<query:AdhocQueryRequest xmlns:query="urn:oasis:names:tc:ebxml-regrep:xsd:query:3.0" 
xmlns="urn:oasis:names:tc:ebxml-regrep:xsd:rim:3.0" xmlns:rs="urn:oasis:names:tc:ebxml-
regrep:xsd:rs:3.0" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"> 
  <query:ResponseOption returnComposedObjects="true" returnType="ObjectRef" /> 
  <AdhocQuery id="urn:uuid:14d4debf-8f97-4251-9a74-a90016b0af0d"> 
    <Slot name="$XDSDocumentEntryPatientId"> 
      <ValueList> 
        <Value>'bf25894162a6414^^^&amp;1.3.6.1.4.1.21367.2005.3.7&amp;ISO'</Value> 
      </ValueList> 
    </Slot> 
    <Slot name="$XDSDocumentEntryStatus"> 
      <ValueList> 
        <Value>('urn:oasis:names:tc:ebxml-regrep:StatusType:Approved')</Value> 
      </ValueList> 
    </Slot> 
    <Slot name="$XDSDocumentEntryCreationTimeFrom"> 
      <ValueList> 
        <Value>20040101</Value> 
      </ValueList> 
    </Slot> 
    <Slot name="$XDSDocumentEntryCreationTimeTo"> 
      <ValueList> 
        <Value>20050101</Value> 
      </ValueList> 
    </Slot> 
    <Slot name="$XDSDocumentEntryType"> 
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       <ValueList> 
          <Value>urn:uuid:34268e47-fdf5-41a6-ba33-82133c465248</Value> 
          <Value>urn:uuid:7edca82f-054d-47f2-a032-9b2a5b5186c1</Value> 
       </ValueList> 
    </Slot> 
  </AdhocQuery> 
</query:AdhocQueryRequest> 

RetrieveDocumentSet 
 

<RetrieveDocumentSetRequest xmlns="urn:ihe:iti:xds-b:2007" 
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"> 
<DocumentRequest>   
<HomeCommunityId>1.3.6.1.4.1.12345</HomeCommunityId >                         
<RepositoryUniqueId>1.3.6.1.4.1.12345</RepositoryUniqueId>      
<DocumentUniqueId>1.2009.0827.08.33.5105</DocumentUniqueId> 
</DocumentRequest> 
</RetrieveDocumentSetRequest> 
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